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This research effort aimed at investigating and looking at different
ways to protect websites from SQL injection attacks. In this research
effort, machine learning algorithms were used to detect such SQLi
attacks. Machine Learning (ML) algorithms are algorithms that can
learn from the data provided and infer interesting results from the
dataset. We have used SQL code as our data and ML algorithms to
detect malicious code. The machine learning model developed in
this research effort can detect such attacks from happening in
future. The precision and accuracy of the machine learning
algorithms in terms of predicting the SQLi attacks has been
calculated and reported in this research paper.

Theoretical Background
Cybersecurity is a prevailing issue across the nation. In the twenty
first century, almost everyone around the globe is using at least one
of the internet websites that contain his/her private information.
Since privacy concerns us, this research effort focuses one of the
most recent cyber-attacks which is the SQL injection (SQLi) attacks.
As a result of SQL injection attack on websites, data could be
destroyed, stolen, or manipulated. SQL injection attacks are done by
injecting despicable SQL statements through the entry field of the
website or the application; thus, manipulating the database. SQL
injection attacks had proven their danger on several website types
such as social media, e-shopping, etc... In order to prevent such
attacks from occurring, this research effort investigates on efficient
ways of detection and prevention, so we can preserve each cyber-
user’s right of privacy.

Figure 4. Classification report and Confusion matrix for Logistic 
Regression algorithm
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Figure 4 is a report for one of the algorithms used in
this experimental model.
Classification portion shows the accuracy and the

number of support datapoints.
Confusion matrix shows the classification performance,

false and true positives, and false and true negatives.
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Figure 2. Snapshot of 
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 Figure 2 is the snapshot of processed and
randomized training data for the model.

Figure 1.  Experimental Model Diagram

1) An experimental setup to run different machine learning 
algorithms to detect SQL Injection attacks was developed. 
2) Research results produced can be used by the research 
community working on Cyberattacks.
3) Accuracy of the machine learning algorithms used in research 
were determined.
4) Research has the potential to be expanded in future by adding 
more machine learning algorithms.

Technology used: 
• Python for data processing
• Scikitlearn, pandas, and xgboost for model setup

 Figure 3 is the snapshot of processed and
randomized testing data for the model.
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Figure 3. Snapshot of 
testing dataset 
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